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Managing Your Technology So Your Business Doesn't Croak.
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We are excited and proud to
announce that Frogworks has
been recognized as one of the

by

world’s best MSPs
Channel Futures!

Channel Futures.
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USB Drive Security - Why You Should Be
Waogried About Your Team Using USB Drives

A serious design fl a ,
identified by researf
could mean that USB
security threat than
believed. But it isn e
devices might cont ai rn
you. I't'"s a fundamen mw
that could spell ser ur
business's security. "
I f you or your empl o e
i nf i f fil

to store in Ormatlonké)§li)($£ra<1rllstt§rd|%|;|teasl d:
bet ween computers, you wan t 0 ﬁglgl
this! the computer's col

'a the keyboard to operaf

i ?
qh’?t s USB* The key to USB technol
USB stands for univelrisas isertifhe fhast tahat
universal communicatWioinh pa owiod®|r amae of
allows the connectioindent imings di hé edewnitce
devices to a computereacihs saodomairmalay e
deV|c§s from keyboargét a\mgalrmlcfe {®meone c
charging cables, game; copisf@lders g8d gri.
Et hernet adapters connegct, Lo YOUS .o was a
computer via this ””éﬁ'eétsl‘?ér é’trtadéﬁ'tétacitr
most computers have more than one port
to accommodate multiple |dnev2|001e4s researche
veamsei neered the

One of the most popul ar tdev'bca5|ct°f|rmware
connect via the USB portdev'ctehse S If'o’unudl
-portable USB drive. AIS?|5%%‘2{Qea%o I%Shln
drives, pen drives, t un'rl drro'gvreasmmen?jemolrrhyis
sticks, USB keys or jumpredprr'ovgersa'm Bé devi
drives are primarily usek Py S OrBeadal.PéjB n
transport files from onepososn?pbu €T off® a USE
another. behave Iike a diff
USB drives, |ike other deentiicreesl yc, o ntnuercntiendg
to your computer, wuse a napleicCiiaolu st ydpeev iocfe .
softwar e, known as f.|-ﬁlmé/varéa nd© tIﬁélfltlhset
computer what the delﬁéﬁedhv@‘@dhy?nﬁ@gn C .
its functionality. At one time users wer ¢
Typical firmware on @oWUBBCHra vdShhathmigee
the transferring of ftheéyesdifdom throwowpean
to the drive and viceriversatedn Bhiss mivaar
way, the firmwammeedtoed al wisBati on of the Wi

keyboard

c eprr\esrstess Ioenfy uancti on.
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Created as a convenience for uses Wi ndows cputers (strti
recognize autorun.inf files on certain types of media, CDs ar
run the program found on the device. This eliminated thewa eec

inserted.

I n 2005, Sony BMG took advantage of this feature, usi ntgoii p t

content from their music CD's to their computer, effectively
But the Aut oPlaayl ifmiatteud et ovaGh and DVD drives. The functional:.
install autorun.inf files on these portable dri-vesAufior washat
 aunch mal ware and é&ciormpsudse rtso vii mf eJcStB wlsre rvse s .

Mi crosoft has since taken steps to |imit or disable Autotrun c
operating systems.

The i mportant thing to note here is that the Autorun vulrerer at
The current threat creates the potential to circumvent the he

What Could a Malicious USB Drive Do0?
In theory, any vulnerable USB drive's firmware could be reprc

Act as a keyboaprde sasneds steondt hkeeycomput er as i f the perpetrato
Could appear to function normally, then infect files as the
Could work as a USB Ethernet adapter and route traffic fron
Modi fy or delete files on your computer

Rel ay information from your computer or other connected dev
Spread mal ware or viruses from the USB drive to your comput
Act as a boot device, which would | oad the computer's opera

I f none of that is scary enough, consider that the mocsotmudaernrge
could be programmed to infect the firmware of a clean USB dri
woul d | ater infect other computers.

Scarier still is the fact that much of this could happeaemngnin t
This is because USB devices can use multiple profiles.

For example, a USB drive's firmware coul-d keyboahe, cBmbet eet i
controller. But it can also function normally as a stwcéaget e
functions of a keyboard or Ethernet device, at a | ater ti me.

This article continues online. To read more about how seBfit ouUE:
at: https:// www. getfrogworks.com/usbsecurity
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Gain Instant Access To Our Free Report, i 1T Security Protections Every Busi-
ness Must Have In Place Now To Protect Themselves From Cybercrime0 TO-
DAY at https://www.getfrogworks.com/Cybercrime

Or call us today at (240) 880-1944

~Get More Free Tips, Tools, and Services At Qur Web Slte.
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Is Your Website Search Engine "™ oo

Frlendlvn A 1ot of theseheipoeok
Anything KpuD&Maak Si v

. . the@ey simply too good

SEO is incredibly conputi gadoen@ I dlokS 8tme TWa YK

that @Womean Fomashaer someedadsi gou can apply

techniques to help you rPsg=ineasrank on a

engi ne Usually, you wan%usyionlérsswesbﬁ(i)tteA Lo

things to a search engine! crawlable, Pln(
understandabl e Though t hesusi h@®dsMB awalhodti

sound strange, they repr ebiesnti s etsrue n tHoaveevad:

any wea&hsSBEG tactics. i@ abbmaking the cash.

heErc‘h i 8ni th,e annodt yfoou01

. . | r m n

Can Search Engine Spiders Crawl Yogl‘rarea\mgbgsgl%tge??rﬁg Z";aw
Spi dearlsso call ed batre @r ogrramlseltﬁatilgfr;ngjl dtdosraéjng},rr;'ﬁqhgngy?uurs

engines use to index your Content.yo%JIInﬁfete)hOergwaﬂtlt)/'
indexed, you want to fight these s ders as little
easiest ways to makéd ryewmrd| wah siettod | 'r?aﬁv&l @ ! mprovement
to spiders in your robots. txt fil n tgs
crawlers should ignore and whi ch ySEu?L\(&r,s pa?roééﬁga[‘hn
well as to &#kbebwonhbdn

Spiderfs padd¥oML andd wWmder st and pictudexcessaragVvagrvokedloa
So if your website is all pi cturesexpersernceet o wiout seh
what to do with it. Everything shoW?'&K her iYRUtext, a
make sure you include a transcriptg,ow Where Success Co
Can You Be Found on t he We b ? Success@ doemn from fo
product on other ®eop

An easy way to determine whether ocomeofronoprononieg na
sufficient is to search for your se?ngocriéédnignnfOsyoomMéO{Uhlanl
do dog grooming |nrdﬁ)glgndomlpgb’r.nynbrt]ﬂdbmqﬁgr’pc ﬁstantlyi
can find yoursé&lflifgkeétyt n easahwmlltye,rlﬁc%mon@§nt\%¢,8ilggesoand
have trouble, then so wil!/l a bot. than the last version
To win the popularity cont d@set torfa ctkfien gldontNe ¢ dh Mo peymd k e

your reach via somet ht+omg Véﬂ(teustsa)logﬁ%mptﬂrm%llytics

Sit eSapnyd t hdag ryesuupondi ng approprlat t O h iinf.or m
gat hered. I f your ranking 1is I-forwengu{alnfq,/ 2%guerséfe,yaota§é't?§’ro[
and unique. I f your rank@dngave mughr ttehethhoyuoand idkiella
worry about . become something huge
turn a couple of hund

One of the best things you can o ?rordu Surthwtebeé’P"tyeO”
comprehensliivnek ibnagc ksyst em. Havi |pr€r§£anq@ i y déétgsyél"e'ﬁ

the more powerful the webs+lt|enk tlrseof rag/hvtao a?j

away fMmmpamahyi-mki | di ng activities. Gopoaglbecthast ttaulenem sex

measures as of | ate to make sure thﬁaltpiamyot@iﬂtepewhlaet
spam and |links to your site wild/@l dBOaﬁg Byeoélvrc“srrﬁgeneytﬂ

I's Your Content Human Friendly?

You & apl ease everyone
. . ffered ever singl e
't is true that humans read while iontgsecsrearwlge tg,uég hOa
wi || make both parties happy. All wouw dneenb! aiSn abo ©tx
structur e. choice)fb $oydomw. Focu
yoaue good at and offe
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When Gyeouwr i ting page titles, make sure to dd descr.i
interesting titles for the people. A unigqu titoe f
al l about, but bots wil!]l be able to distinguish bet

The body of your website should be both pr
grammati cal and spelling errors, and the f
nothing a good &wrhiatnedrl eor t wo can

Yo@we not really in business unl ess er s
what you do. The internet i s an as: y S
business owners, and the kind of e: get
online is astronomical. I f your bus ul ar
experience a ton of positive busi ne way
your website. But just because you s at
best to make sure evei:rynoenceesissarsmltyis

everyone i s going to give you a po:¢ nd v
pop up, they can be seen by anyone wi t
Google your business

But | i ke everything, there is a way t o &cohmbratt ynoeugra tbiuvse
Il s the Review Legit?

Some companies have stooped really |l ow and have starte
untrut hful I f you can collect evidence provingawyhat oi
find the job posting that brings peopl e-tthhers ayo-meiglanti &
review sites and have such negative comments taken doyv
However, if the review is |l egitimate, t hen someti mes t
reviews are stellar.

Encourage your Customers to Leave Happy Revi ews

One of the best ways to get people to | eave good revi e
caln pay anyone to | eave a gdodevreenvioefw efrort hyeonu ,a Rapnuds oyyobu
can still e n o® upraargte afhetnhd fpridadcess of being able to en
website offer. Even then, you can only encourage peopl
Pl us, most customers are agpp tottéaveomevhewyg wihmenn tt
reason to take ten minutes out of their busy days.
Deal Politely with Those Who Leave Negative Revi ews
People know they wield a | ot of power with their revie
product when hahveey adigdlonod experience in order for you t
an established way of dealing with this kind of thing
invol ved know exact | y whnatt hteo sdabreet opvaegyee.r noneatt er what
done the exact same service to all customers and | eavi
compl etely up to them.

I f you do get some degwetnVvei-djeuesd b akoekecph duopn t hed bosdewmo
positive feedback then not in no ti me.




